Spyware/Adware FAQs

Is Spyware a threat?

Spyware usually gathers information about your computer's configuration and your surfing habits, but if combined with the right technology, it may even pick up your address or telephone number. So far, there are few, if any, concrete examples of anyone suffering damage as a result of spyware. In fact, the technology isn't even illegal, but spyware remains controversial, and consumers have started to kick up a fuss over the idea of advertisers invading their space. That pressure can be enough to get a company to change its ways, as was the case with RealNetworks. Sites such as OptOut advocate the need for a Code of Backchannel Conduct, which calls for up-front, plain-language disclosure about information gathering and no fine-print funny business.

Should I Worry?

In reality, even information as simple as your computer's IP address isn't as harmless as you might think. A malicious and knowledgeable hacker could use it to find and damage your system, especially if you have a static IP address that doesn't change because you have an always-on connection such as DSL or cable. And the fact is, you simply don't know what can happen if your privacy is compromised. Think of it this way: If you choose to keep your home address out of the phone book, you wouldn't want to discover that the information was in the white pages without your permission. It's not necessarily dangerous for someone to know your home address, but it could be, and making it public should be your choice. The potential for abuse is perhaps even more worrisome than the invasion of privacy. There's no guarantee that companies won't sell your personal information to the highest bidder or even inadvertently transmit it to malicious hackers.

What can I do about Spyware/Adware?

Use a Commonsense Approach. The simplest way to stop spyware is to read the fine print whenever you download and install software. Most sites publish some sort of privacy policy, which you should read before you download software or transmit information. If you can't find such a policy, reconsider your download. If something looks suspicious--weird HTML in the site's source code or the aforementioned lack of a privacy policy--contact the company. You have the right to ask why a company needs particular information--your name, email address, phone number, address, or shopping survey answers--and how the company plans to use it.

Do Your Homework. You can also visit sites such as OptOut to see if programs you're thinking of installing or Web sites you've visited are listed on the Known Spyware page or on the Suspected Spyware list. Awareness is the best defense, and if you've been using some of these culprits, it's time to find out!

Is ActiveX spyware?

ActiveX controls are software modules based on Microsoft's Component Object Model (COM) architecture. They add functionality to software applications by seamlessly incorporating pre-made modules with the basic software package. Modules can be interchanged but still appear as parts of the original software. On the Internet, ActiveX controls can be linked to Web pages and downloaded by an ActiveX-compliant browser. ActiveX controls turn Web pages into software pages that perform like any other program launched from a server. ActiveX controls can have full system access. In most instances this access is legitimate, but one should be cautious of malicious ActiveX applications.
How does it get installed on my system?
 In most cases by downloading and installing a "freeware" program, but today even retail software can contain advertising systems.

How do I know before installing, if a program contains spyware?


If you have Ad-watch installed, make sure it is running before you start the installation of the application in question. If it tries to install a spyware system, you'll get realtime information and the installation will be blocked. Furthermore you may use the free Ad-search utility from Jason Loefer, that contains a regularly updated list of known spyware, This program and the latest database is available on our page at www.lavasoftUSA.com Or have a look at the "Spychecker" online database at www.spychecker.com (great!)

What does Ad-aware do?

 Basically, Ad-aware will scan your system for known advertising parasites and lets you remove them. It does this by scanning your memory, registry and file system for known components and shows you the result in a detailed list. From there you can decide which items to remove, backup or keep remaining. If a spyware module was found in memory, it means the spyware was active until Ad-aware detected and unloaded the particular module. For example if TSADBOT.EXE was found in your memory, it means that Timesink is not only installed, but was also active until it has been detected. Under Windows, nearly all of your Internet and general system settings are stored in the registry. Ad-aware will scan parts of your registry for modifications or values and references to known spyware. Finally, your hard drive(s) will be scanned for known spyware files. After the scanning process, you can view a list of all spyware references residing on your system, and select for removal. In short: Ad-aware helps you to track down and get rid of advertising parasites. Make sure you always use the latest reference file, which is updated regularly and can be downloaded from one of our mirrors.


Will my program still work?

 It depends on the program you are using, some will continue to work, after you
removed the adware, and some don't. We do not have time to test every program individually, if you would like more information regarding a specific program, please go to our forum.
Some programs (I.e. GoZilla) will definitely not work without the advertising system installed,
but there are alternatives to any of these programs. Generally if an application is available without ads (only the shareware version is ad-sponsored), you have a good chance it keeps working.

How do I get rid of this darn DoubleClick cookie?

 Doubleclick offers an optout feature on their web site, once you've installed their optout cookie, Ad-aware will no longer mark it as spyware (it will be noticed in the log file).

What is a cookie? 

 A Client Side Persistent Cookie is a small text file, only a few bytes in size. It is used to store information on your hard drive. A cookie has a limited lifetime. The size of the cookie can never exceed 4 KB.


Are cookies dangerous?

 The answer is no. (NOTE: We are referring to "real" cookies here, this excludes executable files with a temporary *.txt file extension) A cookie is a pure text file, and can never contain any exe files or viruses. Normally only the web server that has created the cookie can get it in return.
However some web browsers have a programming error (bug) that will allow a specially crafted web page to read cookies not sent from it's own server. In most cases it is not possible for anybody else, that does not have physical access to your computer, to snoop around among your cookies and see which sites you have visited. However, some cookies do assign you a unique identifier, that means you will be identified when you return to the web site. Some personally (i.e. Doubleclick) - some not.

How long will a cookie remain on your system?

 A cookie does not stay on your system forever. Normally the cookie will be stored in your Random Access Memory (RAM) and will be deleted as soon as you close your browser. Anyhow there are cookies that will not be deleted, unless you do it manually.

What is a secure cookie?

 These kinds of cookies can only be written to your system if your connection is encrypted.

